DOCENTRIC

Your reliable partner in reporting and document automation

How to set up shared folder for Docentric
template storage
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Let’s say that we want to set up a folder D:\Docentric on a computer in the Network as a location for

storing templates of Docentric reports. We have to ensure that:

1. AOS has READ access to this location and every file in this location, and

2. Each of users, that are going to design and manage Docentric templates, has WRITE access.

Share the folder

Position on the D:\Docentric folder and open the Properties window in Windows Explorer:

AR AR DA\ - o
Home share View
I = ,x Cut g @Newitem' 3 Open ~ ESeled: all
0 e 2 X = 2 W i
[@=] Copy path ) \ aEasy access v # Edit oo Select none
Co Paste _ Move Co Delete Rename Mew Properties
Y [2] Paste shortcut to- topvy - folder pv |1 History EE Invert selection
Clipboard Organize New Cpen Select
© ~ 4 s+ ThisPC » Data (D)
B
<A . ™  Name
H Favarites | Genecall Sharing ISecuri’ry I Customize
B Desktop W AX
1 Downloads | VirtualMachines Networle File and Folder Sharing
18 This PC Netwaorle Path:
Deskt Not Shared
mm Desktop
| Documents
& Downloads
. Advanced Sharing
W Music
- Set custom pemissions, create multiple shares, and set other
= Pictures advanced sharing options.
Bl Videos
E Local Disk (C:) '@'M\ranced Sharing..
—a Data (D)
AKX
. Installations
.. Models
. Docentric
. VirtualMachines
—aw EXTERMAL (F)
—a My Passport (G:) v
Jitems 1 item selected

Press the Advance Sharing button on the Sharing tab:
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Share this folder

Settings

Share name:

| Docentric

Add Remove

Limit the number of simultaneous users to:

Comments:

||Penriss'ons || caching |

| || e [ aeey

Click the Permissions button and remove Everyone user:

Share Permissions

GI’OLID or user names:

Permissions for Everyone
Full Cortral

Change

Read

Select this object type:

|Users. Groups, or Builtin security principals

From this location:
|domntric]ccal

Enterthe ohject names to select (zxamples):

adli {aali@docentric local
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Give to this user (or user group) the Change and Read permissions:

Share Pemissions

Group or user names:
z agli (agli@docentric local)

Pemissions for agli
Full Contral

Change
Read

Share Pemissions

Group or user names:
a agli {agli@docentric local)

asenvice (aservice @docentric local)

Pemmissions for axservice

Full Control
Change
(Read
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Set Security settings of the shared folder

| General I Sharing | Security | Customize

Object name:  D:\Docentric

GI’OLID or user names:

82 Authenticated Users

83, SYSTEM

%Mministlators (aglicompAdministrators)
% Users {aglicomp".Users)

To change pemissions, click Edit.

Permissions for Authenticated
Users

Full control

Modify

Read & execute
List folder contents

L

For special permissions or advanced settings,
click Advanced.

oK || Cancel |

Remove all inherited permissions:

Name: D:\Docentric
Owner: agli (agli@docentriclocal) & Change
Permissions Share | Auditing | Effective Access ‘

For additicnal information, double-clic

Permission entries:

Type  Principal

B2, Allow  Authenticated Users
B2, Allow  Users (aglicomp\Users)

this object.

é What would you like to do with the current inherited permissions?

52, Allow  Administrators (aglicomp ‘You are about te block inheritance to this object, which means that permissions
2, Allow  SYSTEM inherited from a parent object will no longer be applied to this object.

 Convert inherited permissions into explicit permissions on

[ < Remove all inherited permissions from this object. ]

Disable inheritance

[ Replace all child object permission entries with inheritable permission entries from this object

Apply
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Add a user (or a user group) that will design Docentric templates:

MName: D:\Docentric
Owner: agli (agli@docentriclocal) H Change
Permissions Share | Auditing I Effective Access ‘

For additicnal information, double-click a permission entry. Te medify a permission entry, select the entry and click Edit (if available).

Permission entries:

Mo groups or users have permission to access this ebject. However, the ewner of this object can assign permissions.

Remove Wiew

Enable inheritance

[C]Replace all child object permission entries with inheritable permission entries from this object

ok || Cancel || apply |

(Principal: Select a principal J

Type: Allow v

Appliesto: | This folder, subfolders and files w

Basic permissions: Show advanced permissions
["]Full control

[[1Modify
Read & execute Select this object type:

ist folder contents |User, Group, or Builtin security principal ‘ | Object Types... |
ead

) From this location
[ write |docentricJoca\ ‘ | Locations. .. |
[]Special permissions

Enterthe object name to select (examples):
[ Only apply these permissions to objects and/or containers withl  [3gii (aci @docertric Jocal o N lear all

Add a condition to limit access. The principal will be granted the 5

Add a condition

oK
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Select the Modify and Write permissions in addition to Read, Read & Execute and List folder contents:

l'. x

Principal:  agli (agli@decentriclocal)  Select a principal

Type: Allow vl
Applies to: ‘This folder, subfolders and files v‘
-
Basic permissions: Show advanced permissions
[C]Full contral
Modify

Read & execute
List folder contents
Read

Write

[]Special permissions
A

[[] Only apply these permissions to objects and/or centainers within this container Clear all

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

(Co ) oo

NOTE: The Modify permission is necessary because it includes file deletion, and since MS Word works with
temporary files, deletion has to be allowed as well.

Repeat the process for AOS user account and ensure that it gets at least READ permissions:

MName: D:\Docentric

Owner: agli (agli@docentric.local) '@'Change

Permissions Share | Auditing | Effective Access |

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
z Allow  agli (agli@docentric.local) Modify None This folder, subfolders and files

| Rermove || Edit

[ ] Replace all child object permission entries with inheritable permission entries from this object

QK | | Cancel Apply
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n X

(Prmclpal: axservice (axservice@docentriclocal)  Select a principal )

Type: | Allow v

Appliesto: | This folder, subfolders and files vl

Basic permissions: Show advanced permissions
[] Full control
[ Modify
Read 8. execute
ist folder contents
Read
[ Write

[] Special permissions

A

["] Only apply these permissions te objects and/er containers within this container

Add a condition to limit access, The principal will be granted the specified permissions only if conditions are met.

Add a condition

The final result:

Mame: O:\Docentric

Owner: agli (agli@docentric.local) @ Change

Permissions Share I Auditing | Effective Access |

For additional infarmation, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to

x Allow  agli (agli@docentric.local) Maodify None This folder, subfolders and files
. subfolders and fi

[]Replace all child object permission entries with inheritable permission entries from this object

ok || cancel || Apply |
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Mame: D:\Docentric

Owner: agli (agli@decentric.local) '@' Change

Permissions I Share | Auditing | Effective Access

To modify share permissions, use the Share Wizard from the network location for this share.

Metwork location for this share: \WAGLICOMPYDocentric

Permission entries:

Type Principal Access
& Allow agli (agli@docentric.local) Change

& Allow axservice (axservice@docentric.local) Read

Remaowve

oK || cancel || Apply |

After we shared the folder, we can locate it in Windows Explorer through its shared name. If we opened
the Properties window we would see the same Sharing and Security settings:

Previous Versions

(Objed mame:  \\AGLICOMP\Dacertric ]

Group or uger names:

& adli {agli@docentric.local)
axservice (@vservice @docentric local)

To changs pemissions, click Edit.

Permissions for axservice

Full cortrol

Madify

Fead & exscute
List folder contents
Read

L

Snercial nemissions

For special permissions or advanced settings,
click Advanced. Advanced

ok || Cancel |
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Using shared folder name in report setup

In report setup we need to use shared folder name as a part of a report template file path (e.g.
\\AGLICOMP\Docentric\PurchPurchaseOrder.Report.docx instead of
D:\Docentric\PurchPurchaseOrder.Report.docx) for all report templates:

) Docentric reports (1) - Report ID: PurchPurchaseQOrder.Report, SRS report = =
. Basic reportwizard 3 New Basic report™ 3 New SRS report™ o Validate g% Delete | [ Basic reports | [+ SRSreports | Import/Bport™ 4% Changetemplate URL 7, Change settings O e
O ReportID =~ Reporttype  Reportgroup s active (SRS only) Report ID: PurchPurchaseOrder Report Report type: ‘sgs report

@ AgreementConfirmation.Report SRSreport  Sales 7 R Rapmgmw‘ M

@ CustAccountStatementExtReport SRSreport  Sales

@ CustCollectionlour.Report SRSreport  Sales v Report description: | Purchase order

@ CustinterestNoteReport SRSreport  Sales vl

@ FrecTetinvoiceReport SRSreport  Sales v

@ HemBirthday Report SRSreport  HRM o » Basic report data

@ HemNumberOfWorkersReportReport  SRSreport  HRM vl 4 SRS report data

Purch

@ PrintPurchOrderlist Basic report

Dat: der class:
@ PrintSalesOrder Basic report  Sales Sl soures provider dass

Report PurchPurchaseQrder.Report

@ PsAProjinvoice Report SRSreport  Proj ] 4 Report data source
@ PsAQuotations Report SRSreportt  Proj

Generate DS visible: Template D: | PurchPurchaseOrder Report 3]
@ PurchPackingslip.Report SRSreport  Purch V] emplate ;| TurchTurchaseDrderhepo |
@ PurchPurchaseOrder Repart SRS report 7 Generate DS alongsidle report exccutiol Company: [v
@ RetsilLabel. AdLandscape3X5_temReport SRSreport  Retail v » Report custom labels Language: [v
@ salesConfirmReport SRSreport  Sales 7l : Templ Title: ‘
@ Salesinvoice Report SRSreport  Sales & i 4 Template storage
@ salesPackingSlip.Repart SRSreport  Sales < Template storage type: Ensure that AOS account which runs reports has read access to this location.
@ TestxmlAutomation Basic report  Misc Defauit file system storage: (F\\Epa(h: [(\AGLICOMP\Docentric\PurchPurchaseOrder.Report.doc s

4 Report templates Filename | PurchPurchaseOrder.Report.dock
SiAdd [ JEdit | yRemove Folder: \AGLICOMP\Docentric
DrTemp\ata\D - Comment: File
PurchPurchaseOrder Report rder Report.doc WA
< oK Cancel >
File path or URL of the template |
< >
ID of Docentric report template | Close

Validating access in AX

1. Test end-user READ permissions

In the Report template form click the folder button (1) and locate the template. If you don’t see the
template despite that the template exists, this means that your windows account does not have READ
permissions for the shared folder where templates are stored:

Report: | PurchPurchaseQOrder.Report

Template ID: | PurchPurchaseOrder.Report

Company: |v
Language: |v

Title:

Ensure that AOS account which runs reports has read access to this location.

File path: \WAGLICOMP\Docentric\PurchPurchaseOrder.Report.doc]

File name: PurchPurchaseQOrder.Report.docx ‘

Folder: WAGLICOMPYDocentric

Comment:

File path or URL of the template
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2. Test end-user WRITE permissions

If you click the Design button (2), a Docentric template is open. This is actually an ordinary Word document
that you can edit. If your changes in the Word document can be saved, then your windows account has
sufficient permissions (MODIFY, WRITE, READ) to design Docentric templates.

3. Test AOS READ permissions

And if you click on the Validate button (3), the report gets validated including the check if AOS can fetch all
of the report templates (READ access). If you get the message: “Template (PurchPurchaseOrder.Report)
with the path (\\AGLICOMP\Docentric\PurchPurchaseOrder.Report.docx) does not exist”, and the template
actually exists, then this means that AOS doesn’t have sufficient permissions to read the template.

=g Docentric reports (1) - Report ID: PurchPurchaseOrder.Report, SRS report = B “
File ~ Basic report wizard 3 New Basic report™ 4t New SRS report™ [ o Validate | |X Delete | [ Basicreports | [ SRSreports | Impor/Export™ 43 Changetemplate URL /7, Change settings
P p p P p port/Exp 4% Change temp % Chang g
(m} ReportID & Reporttype Reportgroup  ReportiD: 3 PurchPurchaseOrder.Report Report type: | SRS report
@ AgreementConfinmation Report SRSreport  Sales Defauit report caption: Report groups | Parch .
@ CusthccountStatementExtReport SRSreport | Sales
- Report description: | Purchase ord
@ CustCollectionlour.Report SRSreport  Sales SRS Hrehase oreet
@ CustinterestNote Report SRSreport  Sales
@ FreeTextinvoiceReport SRSreport  Sales
@ HemBirthday Report SRSreport  HRM b Basic report data
@ HcmNumberOfWorkersReportReport  SRSreport  HRM 4 SRS report data
@ PrintPurchOrder Basic report  Purch SRS report name: PurchPurchaseOrder. Report Is active (SRS onhy): [ (i) Deactivate
@ PrintPurchOrderList Basic report  Purch
@ Frintsaestnder Busic rpont | Sees Data source provider class: PurchPurchaseOrderReportDsProvider V| Create data source provider class
@ PsAProjinvoice Report SRS report Proj 4 Report data source
© PsaQuatstionsReport SRS report | Proj Generate DS visible: Include company logo: [f]  Include hidden parameters Include systemn fields (only SRS):
@ PurchPackingslip.Report SRSreport  Purch
@ PurchPurchaseOrderReport [§RS report ] Purch Generate DS alongside report execution: [] Generate DS settings
@ ReteilLabelAdLandscapeds emReport SRS report  Retail  Report castom labels
@ SalesConfirm Report SRSreport  Sales Tl
- emplate storage
@ SalesinvoiceReport SRSreport  Sales 4 Temp 9
@ SalesPackingSlip.Report SRSreport  Sales Template storage type: File system v
@ TestXmiAutomation Basic report | Misc Default ile system storage: c DocentricT B3|  Reporting parameters
4 Report templates
P — B o [ e 2
[] TemplatelD =~ lsdefault  Company Language Title Isenabled  Filename File URL
p pany  Languag
{PurchPurchaseOrderReport | v v PurchPurchaseOrderReportdocx \WAGLICOMP\Docentric\PurchPurchaseOrder.Report
i P p p
< >
< >
Docentric report type Close
port typ

1 —Test AX Client READ Access for the currently logged user.
2 — Test AX Client WRITE Access for the currently logged user. Open the template, modify it, and try to save it.
3 —Test AOS Server READ Access

If the validation message appears that template does not exists on the existing file location after the report
is validated, this means that AOS does not have required permission to read the template file.
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Updating Reporting parameters

Don’t forget to update the Default template storage on file system field in the System Administration ->
Setup -> Docentric AX -> Reporting -> Reporting parameters setup form.

* Defauit template storage C Set up default template storage

Default report DS storage Templates for Docentric reports can be stored on a file systemn or on SharePoint.
SharePeint authentication Locations specified here are going to be used in Docentric report setup as a default root template locations.

. . Ensure that AQS account has read access to these locations,
Print archive

Report viewer Default template storage on file system

SRS reports Folder: WAGLICOMPY Docentrich,

Exceptions log Default template storage on SharePoint

Site: http://aglicomp:8089/sites/DocentricDMS

Document library: | Documents |v |

Default report template storage on a file location, e.g. network drive
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